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(bl(6 (bl(7)r . 
From: 
Sent: 
To: 
Subject: 

Importance: 

Rahilly, Lyn M 
Monday, July 09, 2012 1:07 PM 
Bardorf, Tracey A; b I) b 7 ( 

ICE ERO taps database of license plate snapshots to hunt fugitives - Nextgov.com 

High 

http:Uwww.nextgov.comldefense12012/07/dhs-taps-database-1icense-plate-snapshots-hunt
fugitives/S667S/?oref=river 

ThIs article discusses an ERO DaUas sale source contract to use the National Vehicle location Service (NVlS) Tier 2 
program to identity and capture fugitive aliens. The ERO field office can enter a license plate number of a known 
fugitive alien and receive an alert when the database tinds a matching location record . The NVLS Tier 2 is a commercial 
service orig!nally set up by industry to repo cars, and then the company that owned it decided to start marketing it to 
law enforcement. The company uses license plate readers operated by commercial camera operators. Now law 
enforcement are also using license plate readers and contributing license plate images to the service. 

I was unaware of this ERO effort until seeing the article today. It will be interesting to see if any of the advocacy groups 
or congress pick up on this and raise concerns. 

FYI- HSI had come to me in early 2011 with a proposal to use NVLS Tier 2 as a pilot for investigative work, and ran It 
through my office. I provided comments and cautions at the time but HSI decided to go forward with it. Unclear if they 
are stili using but I will follow up and see. I've pasted below the concerns I expressed to HSI back in 2011 a bout use of 
this commercial service . If ERO had asked, I would have given them the same feedback. OPLA had no legal concerns 
with the HSI proposal btw. 

>lack ofTransparency: From what I can teU this data is collected privately and used by lE wIthout the public's 
knowledge. 

>Secondary and Incompatible Use of the Data: The data was initially collected for a purely commercial purpose and its 
use for law enforcement purposes In this manner is inconsistent with the reason it was initially collected. Whi le it 's not 
a novel thing for lE to access and use commercial data, typically it occurs with mOfe transparency and protections than 
appear to exist here. For example, credit reporting data is governed by the FCRA and provides individuals certain rights 
to access / correct, allows lE use, and provides pena lties for misuse. Data aggregators like Choicepoint have also been 
subjected to more scrutiny and regulation late ly due to data integrity concerns. 

>Data Retention: How long NlETS maintains the data and makes It available for query also has privacy implications. 

>Data Integrity: 'am not familiar with the license plate reader (lPR) technology used to collect this data and can't say 
whether it provides a sufficient degree of data integrity. E.g., are OCR tools used to read the plate and if so what is the 
error rate or quality control process. 

>Accountability and Redress for the Public: Because the data is collected by the private sector for a com mercial 
purpose, the data collection strategy is different than if the government Were to collect this information for lE or other 
governmental purposes. The data may be collected in a way that if it were t he government collecting it, legal or policy 
concerns could be raised and dea lt with. But sInce it's private sector action. there is no accountability to the public as to 
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how the data is collected, how much is collected, how long it is retained, how it is used, or what rights affected 
individuals may have. Since NLETS is not a government agency, its actions to include this data are similarly shielded 
from public view and/or accountability to some degree. 

All of the items identified above are potentially inconsistent with the DHS Fair Information Practice Principles, which are 
the foundational principles for privacy policy and implementation at the Department. The FIPPs are intended to be used 
as defining principles during the evaulation and consideration of agency operations. Link: 
http://www.dhs.gov/xlibrary/assets/privacy/privacy policyguide 2008-0i.pdf 

I certainly understand why LE would want to use this dataset as I can see how it could be extremely valuable in an 
investigation. But the public policy, privacy, and civil liberties issues associated with its use are not insignificant. 
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(b}(6). (b}(7)c 

From: Rahilly. lyn M 
Sent: Monday, Janua ry 03, 2011 5:36 PM 
To: 
Subject: FW: Request for review NVl S Tier n 
Attachments: NVLS Tier D Memo.docx; NVLS_Usec Agreement.docx 

1'I'I'Im'II- my Initial reaction to this is that it is similar to the use of credit report information for lE purposes, except of 
course that credit report conection, usage and accuracy are all governed by consumer protection laws and I am not aware 
of any laws specific to the read ing of license plates by private organizations seeking to identify vehicles eligible for 
repossession . 

Ate you aware of any such laws pertaining to OL information? Also. did you have a chance to revieW yet and if so what 
are your initial lhoughts? 

Lyn Rahilly 
Privacy Officer 
U.S. Imml,ratlon and Customs Enforcement 
Department of Homeland Security 
500 12th St reet SW, Mail Stop 5004, Washington, DC 20536 I 202' !iIiiiWibfli phone I 202.732.3060 fax I 

For help with privacy Questions, visit our website on the ICE Intranet : https:ilintranet.ke.dhs.gov/sites/oop/ 

From: rb)(6) Ib)(7 c 

Sent: Friday, December 10, 2010 3:41 PM 
To: Rahilly, Lyn M 
Subject: Request for review NVLS Tier n 

b 6 b\ 7 c 

Our unit is seeking your review and advice/approval concern ing our free evaluation of the National Vehicle 
l ocation Service (NVl S) Tier II program. NVl S partners with Vigilant Video and provides access to 
license Plate Reader ( lPR) data from across the nation. Th is data is collected by the private sector/ law 
enforcement and Is fed into a na t ional database that offers role based access to lE and the private 
sector. This data comes from parking lots, apartment complexes, repo companies and mobile lPR devices 
(civi lian and LE operated) and can identify where/ when a tag was detected. The attached memo provides 
background information and details associat ed with a free trial run for ICE . Also attached you will find the 
NVLS user agreement for lE and they are open to any edits needed to make this ICE friendly. Please feel 
free to con tact me at any t ime with questions or concerns. 

VIr, 

br6 (b(7c 

Section Chief 

1 
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Information Sharing Support 
Homeland Security Investigations 
Immigration and Customs Enforcement 
Department of Homeland Secu rity 
Office: 
Cell: 
BB: 

WIminJ: ~ tfMiIlnd Iny In~ are UHClASSIflEO//fOll OfFIOAI. USE OIIIl Y (U//FOUOJ. 1t contIhi 1nfo'n'lJtIon thiM. IN'!' 1M! .... mpt from public ' N:mo 
frftdom of InlomullonAct (S U.s.C. 552). 11 li to be tontro~td, nored. ~Ied, 1T3nsm;n~, dlstt1buttd,and thposedof In ~( • tlre to fOUO 
1"'o01mIllOll and h no! 10 IN ,.Inslfd to the public: 0' othe< penonneI wllo do noI hiJlo'e I valid W p Ippnwal of ill a~lltorlled DHS offocili. No portion 
01 this ~k 5houId be lurnished to the med~, tithe' in wt11 ~ Il0l111 Int~nded rtdpIent or bel~t YQ\lhave rKelYN this (OtTYn\IfIit;alion In e<tOr, 
plus, donot print, ,0' ua Ihl!; ~Iormatlon. Plel5t Inform the s.end..- thoit \'OU '1C''''1eI thlli meUISelneftc)( and delete tile I1lftQjlI 
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MEMORANDUM FOR: 

THROUGH: 

FROM: 

SUBJECT: 

Purpose 

Assistant Director 
Mission Support 

b 6 b 7 c 

• 

Deputy Assistant Director 

Office of Investigations 

U.S. Depanmeul of lIomel.ud $«urily 
425 I Street, NW 
Washington. DC 20536 

u.s. Immigration 
and Customs 
Enforcement 

Law Enforcement Support and Information Management 

Unit Chief 
Information Sharing and Infrastructure Management 

Product Evaluation of the National Vehicle Location Service 
Tier II Program 

This memorandum summarizes the purpose, functionality and reasons as to why U.S. 
Immigration and Custom Enforcement (ICE) would like to perform a free product evaluation 
of the National Vehicle Location Service (NVLS) Tier II program. 

Background 

On March 29, 2010 the Chief Information Technology Officer for the International Justice and 
Public Safety Network (Nlets) announced that the National Vehicle Service (NVS) is now 
supporting the Nlets RQ message key through the NVLS Tier I LPR database allowing Law 
Enforcement Agencies (LEAs) across the country to query the NVLS database. 

The NVLS Tier I Program allows License Plate Recognition (LPR) data delivered as part of 
the NVLS web portal, and comes from a nationwide LPR data repository, to be accessed by 
LEAs across the country, at no cost, via NielS. 

The success of this service has resulted in a number of LEAs requesting that NVLS provide an 
enhancement of services to include unlimited national LPR queries, partial plate queries, 
satellite and street map locations and data intelligence reports among other things. In response 
to the enhancement request the NVLS Tier II Program is now available across the country 
however, for LEA's to access the program NVLS will need to begin to charge LEAs a fee for 

www.ice.gov 
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SUBJECT: Product Evaluation of the National Vehicle Location Service Tier II Program 
Page 2 
this enhanced version of the POIlU!!" ""on,.,n . 

Discussion 

The National Vehicle Service (NVS) has partnered with Vigilant Video (VV), a software/ 
hardware company in California to provide much of the computing power of its NVLS Tier I 
and Tier II Programs. NVS incorporated in the state of Illinois has as its stated purpose 
assisting law enforcement, vehicle finance, insurance and rental car companies in protecting 
vehicle assets. 

The NVS receives much of its database content from private License Plate Recovery fleet 
operators who are scanning license plates across the country in an effort to recover collateral 
on behalf of lending institutions. These institutions are also the commercial clients of NVS. 
Vigilant Video provides the fleet operators with the hardware and collects the LPR data and 
then provides the information, to both its commercial and law enforcement clients over the W 
network. Law enforcement agencies are also welcome to share collected LPR data collected by 
their agency with the national data base. 

(b)17)I E ) 

In -

aforementioned, the NVLS Tier II Program will provide law 
(b)(7)(E) 

(b)(7)(E) These 
enhanced services will assist law enforcement in the investigative process. 

To begin the evaluation process, VV has sent this office its sample Law Enforcement Agency 
User Agreement and while any definitive agreement should be reviewed by DHS legal, VV is 
open to a letter agreement to begin the NVLS Tier II test program in the SAC offices of 
Seattle, Miami. Houston. Los Angles, Washington D.C. and Phoenix. 

Recommendation 

It is recommended that Homeland Security Investigations, Division 6 draft and sign a letter of 
agreement with Vigilant Video, solely for the purpose of the evaluation of the National Vehicle 
Location Service Tier II Program in the SAC offices of Seattle, Miami, Houston, Los Angles, 
Washington D.C. and the SCSe. 

Approve ____________________ __ Disapprove ________________________ __ 

Modify ____________ __ Needs more discussion _________ _ 

Attachment 



Pages 7 through 10 redacted for the following reasons:
- - - - - - - - - - - - - - - - - - - - - - - - - - - -
(b)(7)(E)
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From: 
Sent: 
To: 
Subject: 

b b b 7 c 

Tuesday, January 04, 2011 S:OO PM 
Rahilly, Lyn M 
RE: Request for review NVL5 Tier 0 

Hi Lyn, I haven't been able to fully digest this yet. I'm not currently aware of any protection laws relating to license plate 
information. The plate itself is more or less available for public observation whereas the credit information is not so 
publicly available. But I understand your discussion regarding collection, use, and transparency. I'm hoping that things 
will calm down within the next few days and I can focus on this a bit more. There doesn't appear to be a looming 
deadline, so I'm hoping to buy a little more time. 

Chief, Government Information Law Division 
ICE OffICe of the Principal Legal Advisor 
Department of Homeland Security 
202 1611N mm (t) I 202-mmwmt (f) 

NOTICE: This communication may contain privileged or otherwise confidential information. If a 
recipient or believe you have received this communication in e , copy, re·transmit, disseminate, Of 

otherwise use this informati IS email that you have received this message in error and delete the 
r system. 

From: Rahilly, Lyn M 

5ent;;:iMo~n~d~aYIi, ~Jaiiniiua.ry 03, 2011 5:36 PM 
TO: ~ 
Subject: FW: Request for review NVLS Tier II 

aDJ!'i- my initial reaction to this is that it is similar to the use of credit report information for LE purposes, except of 
course that credit report collection, usage and accuracy are all governed by consumer protection laws and I am not aware 
of any laws speCific to the reading of license plates by private organizations seeking to identify vehicles eligible for 
repossession. 

Are you aware of any such laws pertaining to DL information? Also, did you have a chance to review yet and if so what 
are your initial thoughts? 

Lyn Rahilly 
Privacy Officer 
U.S. Immigration and Customs Enforcement 
Oepanment of Homeland Security 
500 12th Street SW, Mail Stop 5004, washington. DC 20536 I 202 dtmWiiili, phone I 202.732.3060 fax I 

For help with privacy questions, visit our website on the ICE Intranet: https:Uintranet.lce.dhs.gov/sltes/oop/ 

(b)(6) (b)(7)C 
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From:~ 
Sent: Friday, December 10, 2010 3:41 PM 
To: ; Rahilly, Lyn M 
SUbject: Request for review NVLS TIer II 

rmmmI & Lyn, 

Our unit is seeking your review and advice/ approval concerning our free evaluation of the National Vehicle 
Location Service (NVLS) Tier II program. NVLS partners with vigilant Video and provides access to 
License Plate Reader (LPR) data from across the nation. This data is collected by the private sector/law 
enforcement and is fed into a national database that offers role based access to LE and the private 
sector. This data comes from parking lots, apartment complexes, repa companies and mobile LPR devices 
(civilian and lE operated) and can identify where/ when a tag was detected. The attached memo provides 
background information and details associated w ith a free trial run for ICE. Also attached you will find the 
NVLS user agreement for lE and they are open to any edits needed to make this ICE friendly . Please feel 
free to contact me at any time with questions or concerns. 

Vir, 

(bHG (bH7)<: 

Section Chief 
Information Sharing Support 
Homeland Security Investigations 
Immigration and Customs Enforcement 
Department of Homeland Security 
Office: 
Ceil : 
BB: 

Warnlns : Th is email and any atta( M'lent! are UNClASSIFI ( Ol!fOR OFAOAL USE ONLY (UIIFOUO). It cont~lns Inform~tlon that may be u empt h Olll u e 
f rH(lom of Information Act (S U.S.c. 5S2). It l~ to be controlled, storM, ha ndled, transmitted, distri buted, and disposed of I polity re13tins to FOUO 
Infa,.".,tloo "nd Isnat to be /fleased to the public. or o ther ~sonnel who do not halle. ul • , w t prior approval of an autharl, ed DHS off"lal. No port~n 

ollhls e",",~ should befurni\l\ed to the mtdla, eithet In wrltU ife not i n Inte nded f@Clplenlor be-lieY.you haoii! re{.~ t his communication In . " or, 
pIe~da not print, «>Pr", r.'.... . r 0 <WIse use this info ...... lloo. Plf~ Inform the 'Ie'" that you ,eceivt><! this m~.ln frror and delete the mes~. 
fro 
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IbH6\ Ib){7)e 

From: 
Sent: 
T", 
SubjKt: 

Rahilly, Lyn M 
Wednesday, January 05, 2011 10:14 AM 

Re: Request for review NVLS Tier n 

I should be in my office bw 1130 and 12. Thx! 
h9fiD1i1ftJlI 1CE Pri\lacy Officer 
(202) iIIliiWIlIID1l (202) iIIiiiIilIiUI (c) 

From: Mm1liJ1GJ1D& 
To: Rahilly, Lyn M 
Sent: Wed Jan 05 10:04:56 2011 
Subject: RE: Request for l"e\liew NVLS Tier U 

Are you free after 1130? 

Vir, 

Section Chief 
Information Sharing Support 
Homeland Security Investigations 
Immigration and Customs Enforcement 
Department of Homeland Security 
Office : 
Cell: 
ss: 

Warnin,: Ttlls emaH and any anad'wntnts M~ UNClASSlflEO//fOFl OFflOAl USE ONlY lU//fOUOj. 1t conulns infOfllllltiontna l may bt f . tmpi from 
Freedom of In!ormalion Act (5 U.S,C, S52), Ills to be con1tolled,ltpred. handled, Ir.osmtned. dlslributed, and dlspond (If policy rrlat lnS 10 FOUO 
info~llon.OO Is not to be rrlnsed to the pub/it pr other per~nnel ..... ho do not hivr i ~ W I pr10 r apprOllJI of an iluthorized DtiS oilitiai. No pOrtDn 
of this email should be furnished to the media, either In ..... rl you .rlt not an Intended rt<:lpl .... ' 0<" brli-Ne you h;we retlt~ thistQmmunbUon In error, 
pltaSf do 1'\01 prl"t. ,r e, pr otherwlleosr this Infprmition, Pfe,se Inform the sendf,r thai yoU ~~illed mil mess'l'! In error and drletelhe mtSlilK! 

From: Rahilly, Lyn M 
sent: Tuesday, January 04, 2011 5: 18 PM 
To: (0)(6) 10 me 
Subject: RE: Request for review NVLS Tier II 

Hey I stopped by your cube before I got your email to talk to you about this but rrnnm said you were out. PIs stop by 
when you're back, 

Lyn Rahilly 
privacy Officer 
U.S. Immigration and Customs Enforcement 
Department of Homeland Security 
500 12th Street SW, Mail Stop 5004, washington, DC 20536 I 202 iitidIiMD phone I 202 .732.3060 fax I 

For help with privacy questions, visit our website on the ICE Intranet: https:lLintr;meUce.dhs.gov/sites!oop/ 

(tI) 6) (b)/7)r 
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From:~_ 
Sent: Tuesday, January 04, 2011 4:56 PM 
To: Rahilly, Ly" M 
Cc: . 
Subject: RE: Request for review NVLS Tier II 

Lyn, 

I appreciate you review of this request. The main difference between our access vis Nlets and NVlS Tier II seems to be 
enhanced services. I am referring to the hot plate list and the notifications via email and text. Let me apologize in 
advance because what I am about to say is probably over simplified and heavily influenced by my local LE 
background. The only information supplied by NVlS Tier II is that which is in plain view, a tag was identified al a specific 
location, date and time. It seems to me this Is nothing more than automated "tip· information and no different that lE 
acting on a citizen call reporting they have seen a suspect's tag/vehicle at a specific date, time and location. NVlS Tier II 
does not run the tag through DMV and it does not identify the driver. In order to use this service and enter a vehicle tag 
the investigating agent will have already established reasonable suspicion and possibly probable cause. I see this as 
being different than financial records, bank records and other protected information not viewable freely by the general 
public. 

VIr, 

Information Sharing Support 
Homeland Security Investigations 
Immigration and Customs Enforcement 
Department of Homeland Security 
Office: 2( 
Cell : 540 
BB: 202-· 

(b)(61 (b)(lIC 

Warnin&: This email iIld anv attath,"",ts iIf~ UNClASSIf!EO//fOR OFFICIAl. USE OWlV jU/!FOUO). It cont"ln5 InfOfTNt~""'~"":"~~~~~:':~E~~~:~ 
Information and II not to be released to the pubnc or oth~r I . No portion j~' ... ~~m~.~'~"~~~'~'~~'"~I'~U~" i'C~'~"~'~'''~''~'~O~~~""~"~O~"~~'~"~O;"~"~~~~~~~~~~~ of this email5hOllid be fllrnllhed to the medl~, I I I nt~nded retlplentor bell~e you haY(' rectlved thiscommunlCiitioo in error. 
I . Pleas. Inform the w ndtrthat you .eteived this message In error and delete the menage 

From: II 
sent: 
To: 
Cc: 

review NVLS Tier 11 

2 
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I am waiting to hear back from RmI on a question I had regarding legal issues, but I wanted to get back to you with an 
initial response. I understand this memo is only a proposal to extend access to license plate data we apparently already 
have with NLETS. however, the collection and use of this data for LE purposes Is troubling for several reasons. 

• lack of Transparency: From what I can tell this data is collected privately and used by LE without the public's 
knowledge. 

• Secondary and Incompatible Use of the Data: The data was initially collected for a purely commercial 
purpose and its use for law enforcement purposes in this manner is inconsistent with the reason it was initially 
collected. While it's nol a novel thing for LE to access and use commercial data, typically it occurs with more 
transparency and protections than appear to exist here. For example, credit reporting data is governed by the 
FCRA and provides individuals certain rights to access I correct. allows LE use, and provides penalties for 
misuse. Data aggregators like Choicepoint have also been subjected to more scrutiny and regulation lately due to 
data integrity concerns. 

• Data Retention: How long NLETS maintains the data and makes it available for query also has privacy 
implications. 

• Data Integrity: I am not familiar with the license plate reader (LPR) technology used to collect this data and can't 
say whether it provides a sufficient degree of data integrity. E.g ., are OCR tools used to read the plate and if so 
what is the error rate or quality control process. 

• Accountability and Redress for the Public: Because the data is collected by the private sector for a commercial 
purpose, the data collection strategy is different than if the government were to collect this information for LE or 
other governmental purposes. The data may be collected in a way that if it were the government collecting it , 
legal or policy concerns could be raised and dealt with . But since it's private sector action, there is no 
accountability to the public as to how the data is collected, how much is collected , how long it is retained, how it is 
used, or what rights affected individuals may have. Since NLETS is not a government agency, its actions to 
include this data are sim ilarly shielded from public view and/or accountability to some degree. 

All of the items identified above are potentially inconsistent with the DHS Fair Information Pradice Principles, which are 
the foundational principles for privacy policy and implementation at the Department. The FIPPs are intended to be used 
as defining prinCiples during the evaulation and consideration of agency 
operations. Link: http://www.dhs.govlxlibrary/assets/privacy/privacy policyguide 200B-01 .pdf 

I certainly understand why LE would want to use this dataset as I can see how it could be extremely valuable in an 
investigation. But the public policy, privacy, and civil liberties issues associated with its use are not insignificant. At the 
moment, it is unclear to me if there are also legal concerns but hopefully we will hear back from OPLA soon. 

Lyn R_hllly 
Privacy Officer 
U,S. Immigration and Customs Enforcement 
Department of Homeland Security 
500 12th Street SW, Mall Stop 5004, Washington, DC 20536 I 202.iiIiiJiiMDj phone I 202.732.3060 fax I •• iIlIIl11lm •• 

For help with privacy questions, visit our website on the ICE Intranet: https:ljintranetice.dhs.gov/sites/oopl 

From: MiBfiii_ 
Sent: FridaY, December 10, 2010 3:41 PM 
To: iDruiIUiili! i Rahilly, Lyn M 
Subject: Request for review NVLS Tler 11 

itIiIWG5tfi &. l Y n I 
3 
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Our unit is seeking your review and advice/approval concerning our free evaluation of the National Vehicle 
Location Service (NVLS) Tier II program. NVLS partners with Vigilant Video and provides access to 
license Plate Reader (LPR) data from across the nat ion . ThIs data is collected by the private sector/law 
enforcement and is fed into a national database that offers role based access to LE and the private 
sector. This data comes from parking lots, apartment complexes, repo companies and mobile LPR devices 
(civilian and LE operated) and can identify where/when a tag was detected. The attached memo provides 
background information and details associated with a free trial run for ICE. Also attached you will find the 
NVLS user agreement for LE and they are open to any edits needed to make this ICE friendly. Please feel 
free to contact me at any time with questions or concerns. 

VI r, 

am_lEUi_ 
Section Chief 
Information Sharing Support 
Homeland Security InvestIgations 
Immigration and Customs Enforcement 
Department of Homeland Security 
Office: 
Cell : 
BB: 

(b)(6) (b)(l)c 

Warnil'll : TMIs email and any attacMmtnu are UNCl.ASSIFIEOI/FOR Offl OAl USE ONLY IU//FOUO). It conta ins Infor mation that m3V be eoemp! from public r 
fr~edom of InforfTWtionAct IS U.S.c. SS2I- It I~ to be controlled, stored. hilndltd. tW\lmltt~d. dlstoibuted. ;Ifld disposed ol in po e; rel<ltlrc to FOUO 
Infofm~1on and ~ not t o 1M .. ltaltcilO Ih publk or other ptriOnlltl who do oot ~ a ~,IicI " out prior approyal of an &u1horlltd OtiS offocial. No pOrtion 
of tills tmill should lit furnished to tilt mrdla, rithtr In written irt not an Interoded recipient or believe you have re-cel¥td tMIs communiatio<l In@f1"Qr. 
p~as-e do 001 print, copv, ~ rwke us.e tMk Information. Pltase Inform the S<!ndet that you rtCtiw<l Ihls meuac~ In etfOf" ~rKI d~e the ITItsuge 

• 
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!bJ(6). (b!(7)e 

From: 
Sent: 
To: 
Subject: 

Richards, Rebecca; Rahilly, Lyn M 
RE: license plate readers 

Happy to do so. 

Senior Advisor and Director of Privacy Policy 
Privacy Office, Department of Homeland Security 

From; Richards, Rebecca [mallto 
Sent; Tuesday, January 04, 201111:53 AM 
To: *l5~: Rahilly, Lyn M 
Subject: FW: license plate readers 

Wl5milil9l 

III (6\ DHS 

Lyn and I both spent some time over the last few days look at the attached related to license plate readers and dat; I3Ii 
(bl5 DHS Would love you to read 

these and see if you have more thoughts, It seems that the tools described are already incorporated into law 
enforcement activities. 

Becky Richards 

---- - - .. -.-- ------
From: Rahilly, Lyn M [mallto Ib)(!l) (b)(7)e 

Sent: Friday, December 10/ 2010 4:57 PM 
To: Rknards, Rebecca 
Subjed: license plate readers 

have you dealt with this type of data collection before at DHS? This is the first such inquiry j've rec'd at ICE so ... 

Lyn Rahlllv 
Privacy OffIcer 
U,S, Immigration and Customs Enforcement 
Department of Homeland Security 
500 12th Street SW, Mall Stop 5004, Washington, DC 20536 I 20;: I1IDWGlfiJ phone I 202.732,3060 rax I 

For help with privacy questions, visit our website on the ICE Intranet: https:lI!ntrjlnet,ice.dhs.govlsites!oop/ 

(b) 6 b)(7 c 
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From: b B (bar 

sent: Friday, Dea>nber 10, 2010 3:41 PM 
To: ; Rahilly, Lyn M 
Subject: Request for review NVLS Tier n 

II3II'lJII C .... Lyn, 

Our unit is seeking your review and advice/approval concern ing our free evaluation of the National Vehicle 
Location Service (NVLS) Tier II program. NVLS partners with Vigilant Video and provides access to 
License Plate Reader (LPR) data from across the nation . This data is collected by the private sector/law 
enforcement and Is fed into a national database that offers role based access to lE and the private 
sector. Th is data comes from park ing lots, apartment complexes, repo companies and mobile LPR devices 
(civIlian and LE operated) and can identify where/when a tag was detected . The attached memo provides 
background information and details associated with a free trial run for ICE. Also attached you will find the 
NVLS user agreement for lE and they are open to any edits needed to make this ICE friendly. Please feel 
free to contact me at any time with questions or concerns. 

VI r, 

-Mid-
Section Chief 
Information Sharing Support 
Homeland Security Investigations 
Immigration and Customs Enforcement 
Department of Homeland Security 
Office : 
Cell : 
BB: 

W.rnlns: Th is em;lil and ~ny . nxhmellts are UNClASSIFIEOIIFOR OffiCIAL USE ONLY (UI/FOUO). It contains Info rmation thai may be e~empt from publlcr 
r rHdom of In/ormation ACt (5 U.s.C. 551). 11 Is to bt controlled, stored, handled, trinsmlnfd. distributed, and disposed ofln . pO C'/ retu1na to FOlIO 
In forrNllon;md is not 10 bt rlll;t5ed 10 the public Of othel persorlfl4!l who do not have I ViII • , OUI prior IpprOVit 01 an authoflzed OHS officlill. No portion 
d this tlr'liilsllould be furnished to the medl~, fitllfi '" writ ~II 'ff nol ,n Intended recipient Of btNI .... VO<J II"". receivi-d Ihk communlallon In Q'tOr, 
pte~edo not print, c ,te t • Of otherwise use this inform,tlon. Plene infDml the sender tIat you rec:ei.-ed this !neSl;ille In Itro. ind delete the mesiiist 

, 



ICE 2012FOIA19286.000107

Ib)(6) Ib)(7)c 

From: (bl(fi) (bI171(C) 

Sent: 
To: 

Thursday, January 06, 2011 12:59 PM 

Rahilly, Lyn M 

Cc: 
Subject; 

Landesberg, Martha; Richards, Rebecca 

RE: license plate readers 

Thanks Lyn. I'm su re we share many of the same privacy concerns about protecting any source material; using the 
information for unintended purposes; collecting and then using more information than is needed; and many others. 

Let me know if you'd like to have a call about this --- happy to do so. 

Senior Ad visor and Director of Privacy Policy 

Privacy Office, Department of Homeland Security 

From: Rahilly, Lyn M (mailto ~..,~~~iI •• -
Sent: Thursday, January 06, 201112:55 PM 
To: Richards, Rebecca 
Cc: Landesberg, Martha 
SUbject: RE: license plate readers 

Thanks liiTUJlillk W ill pass along to our attorneys. I will also send you a bullet list of privacy concerns I passed along to 
our program office based on the FIPPs for you to consider. 

Also, this is not moving forward quickly so you do have time to give it more consideration, especially since the Tier I 
program is already In use here and I would assume al other DHS components like USSS and possibly TSA, USCG, and 
CBP, which may be making use of NlETS or have a direct agreement with this company. 

Lyn Rahllty 
privacy Officer 
u.s. Immlsratlon and Customs Enforcement 
Department of Homeland Security 
500 12th Street SW, Mail Stop 5004, Washington, DC 20536 I 202 .iifLiWliiffj phone I 202.732.3060 JaJ( '.lI!lIIIlImlDl •• 

For help with privacy questions, visit our website on the iCE Intranet : https:!ljntranel.lce.dhs.gov[sites/oop/ 
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From: rh)(hl [)H~ 

Sent: Thursday, January 06, 2011 12:49 PM 
To: Rahilly, Lyn M; Richards, Rebecca 
Cc: liIooesberg, Martha 
Subjec::t: RE: IJcense plate readers 

Senior Advisor and Director of Privacy Policy 

Privacy Office, Department of Homeland Security 
Phone: 
Email : I 

(b)l6) DHS 

From: Rahilly, Lyn M [malll (bl(61 rbl(7K 

Sent: Wednesday, January OS, 2011 4:31 PM 
To: Diener, Debra; Rk:hards, Rebecca 
Ce: landesberg, MaMa 
Subject: RE: license plate readers 

The agreement is pending with our anorneys but certainly If you have thoughts sr"lare them and I'll pass along. I didnt' 
review the agreement yel 

Lyn Rahilly 
Prlviu:y OffIcer 
U.S. Immigration and Customs Enforcement 
o.partment of Homeland Security 
sao Uth Street SW, Mall Stop 5004, Washington, DC 20536 I 202.MlClldllhone I 202.732.3060 fait I •• ImIiIll!l!llIlll_ 
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