
VIA EMAIL

Mayor Tom Butt and Honorable Members of the Richmond City Council:
Ben Choi, Nat Bates, Melvin Willis, Eduardo Martinez, Demnlus Johnson, Jael Myrick
Richmond City Hall
440 Civic Center Drive
Richmond, CA

Re: Automatic License Plate Readers and Sanctuary Contracting Ordinance

Dear Mayor Butt and Council Members, 

The purpose of this letter is to help inform your decision regarding whether or not to extend a new contract to Vigilant 
Solutions for automatic license plate reader storage from 2019-2022 and in so doing to execute a waiver to the May 2018 
Sanctuary City Contracting Ordinance passed by the Richmond City Council. 

Oakland Privacy is a citizen’s coalition that works regionally to defend the right to privacy and enhance public transparency 
and oversight regarding the use of surveillance techniques and equipment. We worked with the 2018 Richmond City 
Council to pass the nation's first Sanctuary Contracting o=Ordinance under the sponsorship of then-council members 
Jovanka Beckles and Ada Recinos. 

I want to begin with an apology. After advocating with the 2018 council, I regret that Oakland Privacy did not begin an 
extensive dialogue with the City about the available alternatives in advance of the June 2019 expiration of your current 
agreement. The Richmond City Council passed the Sanctuary Contracting Ordinance resoundingly in order to prevent the 
transfer of city-collected data to federal immigration authorities and to keep municipal dollars from feeding the Trump 
deportation machine. We are very proud that Richmond, California was the first adopter of this sanctuary contracting 
ordinance. We share your goals, and we should have offered you technical assistance in executing them well in advance of 
the expiration of your current contract. 

This letter will attempt to address several issues brought up in your board discussion on June 18 including the full spectrum
of license plate reader options, the Freeway Security Project, the nature of Vigilant Solution's business model, the current 
information sharing practices of the City of Richmond with regard to license plate reader data, and where the City can go 
from here. We hope it will be helpful. 

To begin with, here is a non-comprehensive list of some Bay Area police departments that do not use Vigilant Solutions. 

Alameda County Sheriff's Department, Atherton Police Department, Benicia Police Department, Brisbane Police 
Department, Central Marin Police Authority, Ceres Police Department, Daly City Police Department, Dixon Police 
Department, Fremont Police Department, HIDTA, Hillsborough Police Department, Menlo Park Police Department,
Modesto Police Department, Newark Police Department, Oakland Police Department, Piedmont Police 
Department, Rio Vista Police Department, San Bruno Police Department, San Francisco Police Department, San 
Leandro Police Department, San Mateo Police Department, SFO Airport Police, Shasta County Sheriff's 
Department, Solano County Sheriff, South San Francisco Police Department, Vallejo Police Department.  



It is important to differentiate between the manufacturer of the license plate scanner equipment and the provider of 
storage and sharing functionality. Richmond is currently using both Vigilant Solutions equipment and the Vigilant Solutions 
storage and sharing database, which is called LEARN. LEARN houses a law enforcement license plate reader database called
the National Vehicle Locator System (NVLS) as well as commercial license plate reader databases which contain scans 
collected by numerous private entities including repo companies, bounty hunters, homeowners associations and private 
security firms. 

There are several other manufacturers of license plate reader equipment including Genetec, Leonardo, Perceptics and 
3M/PIPs which is now called Neology. 

The primary competitor to Vigilant's LEARN-NVLS database for license plate reader sharing between law enforcement 
agencies is not another private company, but the Northern California Regional Intelligence Center or NCRIC. From its 
headquarters at the San Francisco Federal Building, NCRIC operates a license plate reader storage and sharing platform 
that collected 72.9 million license plate scans from Bay Area law enforcement agencies in the last 9 months (August 2018 
to May of 2019). According to NCRIC director Mike Sena, the NCRIC ALPR database became compliant with the California 
Values Act in 2018 and no longer makes data available for the purpose of immigration enforcement.

NCRIC ALPR FAQ
NCRIC ALPR POLICY

It was concerning to hear Richmond's police chief inform the council that there was no alternative platform for local 
license plate reader data to be shared between law enforcement agencies besides Vigilant's LEARN-NVLS database. While 
there are also concerns about using NCRIC, (in short, license plate readers are problematic technology), it is factually 
untrue that there is no platform for law enforcement agencies to share plate scans other than Vigilant's LEARN-NVLS. As 
examples, the cities of Fremont, Vallejo and Pedmont,  and the proposed BART ALPR systems, all send or propose to send 
their data to NCRIC.  Richmond is aware of NCRIC since the City of Richmond signed an information-sharing agreement 
with NCRIC that  was noted in a June 2017 list  of NCRIC's information-sharing partners. (See Appendix A). 

Police Chief Brown stated to the Council that the Richmond Police Department picks and chooses local law enforcement 
agencies to share real-time location data of the vehicles of Richmond residents and visitors via Vigilant's LEARN-NVLS 
database. In Appendix B, you will find a sharing report from the Richmond Police Department's LEARN-NVLS account 
printed out by City staff in response to a public records request from the Electronic Frontier Foundation in February of 
2018. The report contains a list of all of the law enforcement agencies that the Richmond Police Department has picked 
and chosen to share the City's data with. 

On the second page of that report, you will find  an agency called “San Diego Sector of Customs and Border Patrol” 
which is commonly abbreviated as CDP. The Border Patrol, while a sister agency to Immigrations and Customs 
Enforcement within the Department of Homeland Security, performs immigration enforcement and was specifically the 
agency executing the Trump family separation policy in 2018 that has been condemned by the United Nations.

On page 6 of the report, you will see a short list of the hotlists being received by the Richmond Police Department via 
LEARN-NVLS. One of the entries is “HSI-Master”. “HSI” stands for Homeland Security Investigations, which is a division 
of ICE.

The sharing report lists 167 law enforcement agencies who have access to real-time geolocation data of vehicles in the City
of Richmond. Of that list, more than 60 are not only “not local”, but are not contained within the State of California. 

Some examples of law enforcement agencies that had access to Richmond's license plate reader data in 2018. 

https://learn-nvls.com/learn/gui/index.aspx
https://www.oaklandca.gov/meetings/privacy-advisory-commission-january-4-2018-meeting
https://www.oaklandca.gov/meetings/privacy-advisory-commission-january-4-2018-meeting
https://assets.documentcloud.org/documents/6136806/NCRIC-ALPR-Report-Aug2018-May2019.pdf
https://assets.documentcloud.org/documents/6136806/NCRIC-ALPR-Report-Aug2018-May2019.pdf
https://www.ice.gov/hsi
https://www.ice.gov/hsi
https://www.nytimes.com/2018/06/18/world/europe/trump-migrant-children-un.html
https://ncric.org/html/NCRIC%20ALPR%20POLICY.pdf
https://ncric.org/html/ALPR-FAQ-Feb-2015.pdf
https://www.genetec.com/solutions/all-products/autovu
https://www.leonardocompany-us.com/lpr
https://www.perceptics.com/
https://www.neology.net/


Austin Police Department (TX)
Bessemer Police Department (NC)
Binghamton Police Department (NY)
Bolivar Police Department (MS or TN – we can't tell which)
Bulloch County Sheriff (GA) 
Burr Ridge Police Department (IL) 
Cecil County Sheriff (MD)
Cedar Rapids Police Department (IA)
College Park Police Department (MD or GA – we can't tell 
which)
Coweta County Sheriff (GA) 

Dallas Police Department (TX)
Dickinson Police Department (TX or ND – we can't tell which)
Duluth Police Department (MN)
Fayette County Sheriff (WV or KY or TX or AL or MS – we 
can't tell which) 
Fort Bend County Sheriff (TX)
Fort Lauderdale Police Department (FL)
Gulfport Police Department (MS)
Grantville Police Department (GA) 
Hickory Hills Police Department (IL)
Hiram Police Department (GA or OH – we can't tell which) 

We'll stop there, but the pattern continues through the complete list which  can be seen in Appendix B and was also sent 
to the Richmond City Council under separate cover on June 3.  It is improbable that the  Richmond Police Department 
specifically and deliberately picked and chose each of these agencies to receive Richmond CA's license plate reader data, 
and if so, why? Why Binghamton and not Buffalo? Why Cedar Rapids and not Iowa City? More likely, the recipient agencies
are the result of defaults set by Vigilant and no law enforcement agency uploading data to the Vigilant system has any real 
idea what agencies can access their data. 

The alternative interpretation of this sharing report is that Richmond's police chief, in a sanctuary jurisdiction, after the 
implementation date of the California Values Act, specifically chose to share the vehicle locations of all Richmond residents
and employees and visitors with the Border Patrol, an agency that engages in civil immigration enforcement. 

Why does it matter how this chaotic and sloppy private Vigilant ALPR database operates? Because ICE is inside the LEARN-
NVLS database, every single day. Records in the possession of the ACLU confirm that 9,000 ICE agents have access to 
Vigilant's LEARN database and they perform 30,000 searches every month or more than 1,000 per day. These searches are 
for the purpose of hunting immigrants. ACLU reviewed log entries and found justifications entered by ICE agents using the 
following language: 

"ADMINISTRATIVE VISA OVERSTAY" - February 23, 2018
"ADMINISTRATIVE DACA DENIED" - April 29, 2019
"ADMINISTRATIVE POSSIBLE ILLEGAL ALIEN LIVING IN IMPERIAL VALLEY  WITHOUT LEGAL DOCUMENTS" – June 7, 2018 
"CRIMINAL INVESTIGATION OF OWNER'S SON FOR REMOVAL PURPOSES" – May 30, 2018
"INVESTIGATIONS VEHICLE OF FAMILY MEMBER OF VISA OVERSTAY SUBJECT" – June 11, 2018
"INVESTIGATIONS SEARCHING FOR PARENT OF POSSIBLE USC [US CITIZEN] CLAIM" – August 6, 2018
"INVESTIGATIONS ATTEMPTING TO LOCATE TRAVEL PATTERNS AND MOST LIKELY LOCATIONS OF INTEREST WHERE TO 
LOCATE SUBJECT" – February 12, 2018
"ADMINISTRATIVE TO SEE WHEN SUBJECT DEPARTS AND RETURNS TO RESIDENCE" – February 8, 2018
"INVESTIGATIONS RUNNING PLATE TO DETERMINE BUSINESS LOCATIONS WHERE OWNER IS GOING TO"  – March 27, 
2018
"INVESTIGATIONS PATTERN OF LIFE" – June 18, 2018

It is not controversial  that ICE uses and continues to use Vigilant's privately-owned database to hunt undocumented 
immigrants. Prior to the current level of outrage against Trump Administration immigration policies, Vigilant president and 
founder Shawn Smith openly acknowledged it in the press, as you can see from this article dating from 2012 when then-
state senator Joe Simitian attempted to regulate Vigilant Solutions. 

Shawn Smith said police in California alone have conducted some 80,000 queries of the service with 35,000 
positive auto identifications. The examples are endless, Smith said. Immigration agents have used the National 
Vehicle Location Service to track down illegal immigrants. 

https://www.aclunc.org/blog/records-reveal-ice-agents-run-thousands-license-plate-queries-month-massive-location-database
https://www.revealnews.org/article/police-lobbyists-defeat-bill-to-regulate-license-plate-scanners/
https://www.aclunc.org/blog/records-reveal-ice-agents-run-thousands-license-plate-queries-month-massive-location-database


Finally, we wanted to provide some supplementary information on the Highway 80 Freeway Security Project. A copy of the 
2017 Memorandum of Understanding between the City of Richmond and the Contra Costa District Attorney can found in  
Appendix C. 

The MOU contains no reference to Vigilant Solutions and the MOU does not require Richmond to use any particular 
vendor. The agreement in effect until 2020 obligates the parties to complete the necessary permit encroachment 
applications, provide electrical power and research funding sources.

It is not appropriate for the Council to waive existing municipal law based on incorrect assertions. When Richmond's police
chief says that continuing to do business with Vigilant Solutions is not hurting people in Richmond's immigrant community,
that the City was not sending real time location data to immigration enforcement agencies, that there are restrictions on 
where the data ends up that RPD can and is controlling, and that there is no other platform besides Vigilant's that 
interconnects local law enforcement, these statements are not accurate. 

We ask the Richmond City Council to implement the Sanctuary Contracting ordinance and move away from the privately 
owned and poorly regulated Vigilant system into a more disciplined platform for license plate reader storage and sharing. 

The reasons to do this are two-fold; firstly to ensure municipal data is not being used for civil immigration enforcement and
secondly to stop using taxpayer funds to subsidize the private information flow enabling the Trump deportation machine. 

Our recommendations are as follows:

1. Richmond should terminate its contract with Vigilant Solutions as soon as practically possible. Any contract 
extension should be signed for the minimal amount of time necessary to effect a transition and be accompanied 
by a Council resolution indicating that the change in vendor is to occur as soon as possible.

2. If Richmond wishes to retain license plate information sharing capacity by way of NCRIC that the City move to a 
brief retention period. The Bay Area Rapid Transit District is proposing a 30-day retention period and State 
Assemblyman Ed Chau, the chair of the Ca Assembly Privacy and Consumer Protection Committee, has a bill in the
Legislature proposing a statewide retention limit on all license plate reader data collected by public agencies of 60
days, after which the data would be purged if not retained as evidence in a criminal proceeding. (Assembly Bill 
1782). The Legislature will also be entertaining an audit request for the Joint Legislative Audit Committee  from 
Senator Scott Weiner to audit public agency policies and data retention and sharing practices for automated 
license plate readers.

3. The City should implement an audit function so that the efficacy of the license plate reader system in fighting 
crime is explicit. The Council should be informed of the number of plate scans collected annually, the number 
actually used for investigative purposes (usually this is about 2/10 of a percent on average) and the amount that 
formally becomes evidence in a criminal investigation. Data is necessary to evaluate if the expense and 
intrusiveness of the program are justified by the crime-fighting results. 

Thank you for Richmond's leadership in aligning municipal contracting with municipal values.Please let us know if we can 
provide any additional or supplementary material.

Respectfully,

Tracy Rosenberg
Member,and on behalf of, Oakland Privacy
4799 Shattuck Avenue 
Oakland CA 94609
www.oaklandprivacy.org
Tel: (510) 684-6853

http://www.oaklandprivacy.org/
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201920200AB1782
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201920200AB1782


APPENDIX A

2017 PUBLIC RECORDS ACT DATA

INFORMATION SHARING AGREEEMENTS CURRENTLY IN EFFECT BETWEEN THE NORTHERN CALIFORNIA REGIONAL
INTELLIGENCE CENTER (NCRIC) AND LOCAL LAW ENFORCEMENT AGENCIES. 

SEE CITY OF RICHMOND ON PAGE 5 OF THE DOCUMENT 



















APPENDIX B

DATA SHARING REPORT FROM CITY OF RICHMOND ACCOUNT AT VIGILANT SOLUTIONS LEARN-NVLS LICENSE PLATE
READER DATABASE.

DATED FEBRUARY 2018 AND PRODUCED BY THE CITY OF RICHMOND IN RESPONSE TO A PUBLIC RECORDS REQUEST
FROM THE ELECTRONIC FRONTIER FOUNDATION. 

PUBLICLY POSTED AT MUCKROCK.COM

NOTE SAN DIEGO SECTOR OF BORDER PATROL ON PAGE 2 OF THE DOCUMENT 



Agency
Data Sharing Report

Detections Shared

The Richmond Police Department Agency is Sharing its Detection data with the following Agencies:

21st Drug Task Force 24th Judicial District Drug Task Force

32nd Judicial District Attorney Office Alameda County Narcotics Task Force

Alameda Police Department ALEA

Antioch Police Department CA Arcade Police Department

Austin Police Department Baldwin County Sheriffs Office

Bessemer Police Department Binghamton Police Department

Bolivar Police Department Brea Police Department

Brentwood Police Department Brentwood Police Department CA

Bulloch County Sheriffs Office Burr Ridge Police Department

Carroll County Sheriffs Office Cecil County Sheriffs Office

Cedar Rapids Police Department Citrus Heights Police Department

College Park Police Department Collier County Sheriffs Office

Contra Costa County Sheriffs Coweta County Sheriffs Office

Cypress Police Department Dallas Police Department

Danville Police Department CA DeKalb County Police Department

Dickinson Police Department Donalsonville Police Department

Douglas County Sheriffs Office Downey Police Department

Dublin Police Department (OH) Duluth Police Department

Elk Grove Police Department Fayette County Sheriffs Office

Fort Bend County Sheriffs Office Fort Lauderdale Police Department

Grantville Police Department Gulfport Police Department

Hickory Hills Police Department HIDTA - Central Valley California

Hiram Police Department Hollywood Police Department (Fl)

Hoover Police Department Hopkinsville Police Department

Jasper County Sheriff MO Jasper County Sheriffs Office MS

Jefferson CO TX SO Jefferson County Sheriffs Office

Johns Creek Police Department Jones County Sheriffs Department

Joplin Police Department Kennesaw Police Department

Lafayette Police Department Lake Ozark Police Department

Lakeland Police Department Lamar County Sheriffs Department

Lanier County Sheriffs Office Lee County Sheriffs Office

Date Created: 02-08-18 LEARN Agency Data Sharing Report Page 1 of 6



Agency
Data Sharing Report

Lincoln County Sheriff MO Lufkin Police Department

Manteca Police Department Marietta Police Department

Marin County Sheriffs Office Meridian Police Department

Miami Police Department Midwest City Police Department

Miller County Sheriffs Office Milton Police Department

Monroe County Sheriffs Office Montebello Police Department

NCRIC Oakley Police Department

Orinda Police Department Pearland Police Department

Petaluma Police Department (CA) Pine Mountain Police Department

Pittsburg Police Department CA Pleasant Hill Police Department

Pleasanton Police Department Poplar Bluff Police Department

Prosper Police Department Rankin County Sheriffs Office

Riverside Police Department Roswell Police Department

Sacramento County DA Office Sacramento County Sheriffs Office

Sacramento Police Department San Bernardino County Sheriffs

San Diego Police Department San Diego Sector Border Patrol

San Rafael Police Department San Ramon Police Department

Saraland Police Department Saugerties Police Department

Sausalito Police Department Schererville Police Department

Simi Valley Police Department Social Circle Police Department

Solano County Sheriffs Department South Carolina Law Enforcement Division

Temple Police Department Throckmorton County Sheriffs Office

Ulster County Sheriffs Office Union City Police Department

United States Forest Service CA Walnut Creek Police Department

Webster Police Department Whitehall Police Department

Yolo County Sheriffs Department

Detections Received

The Richmond Police Department Agency is receiving Detection data from the following Agencies:

Hoover Police Department Pearland Police Department

Vancouver Police Department Daphne Police Department

Lincoln County Sheriff MO San Rafael Police Department

Whitehall Police Department Douglasville Police Department

Date Created: 02-08-18 LEARN Agency Data Sharing Report Page 2 of 6



Agency
Data Sharing Report

Brea Police Department Bessemer Police Department

Kennesaw Police Department Alameda Police Department

Sausalito Police Department Duluth Police Department

Bolivar Police Department Cecil County Sheriffs Office

Arcade Police Department Lakeland Police Department

24th Judicial District Drug Task Force Cathedral City Police Department

Social Circle Police Department Austin Police Department

Sacramento County DA Office Saugerties Police Department

Dublin Police Department (OH) Montebello Police Department

NCRIC Dickinson Police Department

Hiram Police Department Brentwood Police Department CA

Brentwood Police Department College Park Police Department

Bulloch County Sheriffs Office Baldwin County Sheriffs Office

Donalsonville Police Department Ulster County Sheriffs Office

Throckmorton County Sheriffs Office Danville Police Department CA

Miami Police Department Webster Police Department

Dallas Police Department Walnut Creek Police Department

Joplin Police Department Monrovia Police Department

San Mateo County Vehicle Theft Task Force Prosper Police Department

Milton Police Department Jefferson CO TX SO

Rankin County Sheriffs Office Simi Valley Police Department

Cypress Police Department Contra Costa County Sheriffs

Williamson County Sheriffs Office Hickory Hills Police Department

Manteca Police Department Marin County Sheriffs Office

Dutchess County Sheriff Cedar Rapids Police Department

Lufkin Police Department Pleasant Hill Police Department

21st Drug Task Force Carlsbad Police Department

Lee County Sheriffs Office Jasper County Sheriff MO

San Diego Sector Border Patrol Yolo County Sheriffs Department

Lanier County Sheriffs Office Coweta County Sheriffs Office

Alameda County Narcotics Task Force Poplar Bluff Police Department

Monroe County Sheriffs Office Miller County Sheriffs Office

Schererville Police Department Lake Ozark Police Department

Date Created: 02-08-18 LEARN Agency Data Sharing Report Page 3 of 6



Agency
Data Sharing Report

Elk Grove Police Department Collier County Sheriffs Office

32nd Judicial District Attorney Office San Ramon Police Department

South Carolina Law Enforcement Division Jones County Sheriffs Department

Solano County Sheriffs Department Saraland Police Department

Comer Police Department San Diego Police Department

100th Judicial District Attorney Traffic Enforcement ALEA

Grantville Police Department Carroll County Sheriffs Office

Fort Bend County Sheriffs Office Riverside Police Department

HIDTA - Central Valley California Binghamton Police Department

Pittsburg Police Department CA Pine Mountain Police Department

United States Forest Service CA Douglas County Sheriffs Office

Jefferson County Sheriffs Office Fayette County Sheriffs Office

Orinda Police Department Hollywood Police Department (Fl)

Fort Lauderdale Police Department Pleasanton Police Department

Oakley Police Department Petaluma Police Department (CA)

Gulfport Police Department Meridian Police Department

Sacramento County Sheriffs Office DeKalb County Police Department

Jasper County Sheriffs Office MS Lamar County Sheriffs Department

Burr Ridge Police Department Union City Police Department

Marietta Police Department Citrus Heights Police Department

17th Judicial Circuit Drug Task Force San Bernardino County Sheriffs

Sacramento Police Department DOJ - Bureau of Firearms

Roswell Police Department Midwest City Police Department

Temple Police Department Hopkinsville Police Department

Johns Creek Police Department Downey Police Department

Shared NVLS (521 agencies)

Hot-List Sharing

The Richmond Police Department Agency is sharing Hot-List records with the following Agencies:

Agency: Hot-List(s):

21st Drug Task Force Richmond

Alameda County Narcotics Task Force Richmond

Antioch Police Department CA Richmond

Date Created: 02-08-18 LEARN Agency Data Sharing Report Page 4 of 6
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Binghamton Police Department Richmond

Bolivar Police Department Richmond

Cecil County Sheriffs Office Richmond

College Park Police Department Richmond

Danville Police Department CA Richmond

Dickinson Police Department Richmond

Donalsonville Police Department Richmond

Fayette County Sheriffs Office Richmond

HIDTA - Central Valley California Richmond

Jasper County Sheriff MO Richmond

Jefferson County Sheriffs Office Richmond

Johns Creek Police Department Richmond

Joplin Police Department Richmond

Kennesaw Police Department Richmond

Lake Ozark Police Department Richmond

Miami Police Department Richmond

Milton Police Department Richmond

Monroe County Sheriffs Office Richmond

NCRIC Richmond

Oakley Police Department Richmond

Orinda Police Department Richmond

Pearland Police Department Richmond

Pine Mountain Police Department Richmond

Pittsburg Police Department CA Richmond

Pleasant Hill Police Department Richmond

San Diego Police Department Richmond

San Diego Sector Border Patrol Richmond

Simi Valley Police Department Richmond

South Carolina Law Enforcement Division Richmond

Throckmorton County Sheriffs Office Richmond

Walnut Creek Police Department Richmond

Webster Police Department Richmond

Jasper County Sheriffs Office MS Richmond

Date Created: 02-08-18 LEARN Agency Data Sharing Report Page 5 of 6
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Lafayette Police Department Richmond

Meridian Police Department Richmond

Hot-List Received

The Richmond Police Department Agency is receiving Shared Hot-List records from the following Agencies:

Agency: Hot-List(s):

Beaumont Police Department Haze Template

Montgomery Police Department HSI MASTER

Richmond County Sheriffs Office Priority Stops

Westminster Police Department CA-OC-Template

Date Created: 02-08-18 LEARN Agency Data Sharing Report Page 6 of 6



APPENDIX C

FREEWAY SECURITY PROJECT MEMORANDUM OF UNDERSTANDING

OCTOBER 2017 








